NudopmanuoHHaa NaMATKA AJA 00yJaroUIuXcH /IS pa3MelleHua Ha
opunuanbHbIX HTEpHET-pEcypcax

C KaXkIbIM TOZIOM MOJIO/IEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IITKOJIbHUKH OJTHU U3
caMbIX aKTHBHBIX I10JIb30Baresieil Pynera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPDHET HeceT W IpobsieMbl. DTa IMaMsATKAa J0J/DKHA IIOMOYb Tebe
0e30IacHO HAaXOAUTHCA B CETH.

KommbroTepHbBIE BUPYCHI

KommbioTepHBINT  BUpPyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJINYUTETHLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHU0. B
JIOIIOJITHEHUe K 3TOMY, BUPYChl MOTYT IIOBPEJUTH WU IIOJHOCTHIO YHUYTOXKUTH BCe
daiiiel 1 AaHHBIE, MOAKOHTPOJIBHBIE II0JIB30BATE0, OT HMEHHU KOTOPOro ObLia
3amyllleHa 3apak€HHasdg MPOorpaMmMa, a TakKe MNOBPeJUTh WM JlaKe YHUUYTOXKUTH
OIEpaIOHHYIO CHCTeMy cO BceMHu (QaiylamMmu B IieJloM. B OoJbIIMHCTBE CiIydyaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnonp3yli coBpeMeHHbIe OllepalliOHHBbIE CUCTEMBI, UMEIOINEe CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaAMM;

2. [TocTogHHO ycraHaBauBail mavT (Hu@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTAaHABJIUBAIOTCA C IIEJIBI0 JIOPAaOTKM IMPOTrpaMMbl) W Jpyrue OOHOBJIEHUS CBOEH
omepanmuoHHOU cucteMbl. CKaumBal UX TOJIPKO C OPUIIMAIILHOTO calTa pa3paboTumka
OC. Eciu cyiiecTByeT peskuM aBTOMATHYECKOTO OOHOBJIEHUS, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe 110 IpaBaMU I10JIb30BaTesIsd, a He a/IMUHUCTPATOPa.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MMPOrPAaMM HHCTAJUIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Vlcionb3yii aHTUBUPYCHBIE MPOTPAMMHBIE TPOAYKTHI U3BECTHBIX IPOU3BOAUTEIEN, C
aBTOMAaTHYeCKUM OOHOBJIEHUEM 0a3;

5. Orpannub GU3UYECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosib3yil BHENTHUE HOCUTEIU UH(POpMAIUH, TaKue Kak (JIelika, JUCK Win (aiin
U3 UHTEPHETA, TOJIbKO U3 MpOo¢depeHHBIX HCTOUHUKOB,

7. He oTKpbIBail KOMIBIOTEpHBIE (hAMIbI, MOJyYeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Jlaske Te aiiyipl, KOTOPbIE IPUC/IAT TBOM 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJISLIT
JIV OH Tebe ux.

Cetu WI-FI

Wi-Fi - 510 He Buj Niepefaum JIAaHHBIX, HE TEXHOJIOTHSA, a BCEro JIMIIb OPEH/, MapKa.
Eme B 1991 roay HuAepsaHJcKas KOMIIaHUA 3aperucrpupoBaia 6penzs, « WECA», uro
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii mepeBoanTCA Kak
«0becrpoBOHAS TOUHOCTH ».

Jlo Hailero BpeMeHHU JOla Apyras abbpeBuaTypa, KoToOpas SIBJISIETCA TaKOU Ke
TexHosioruei. Ato abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHHe OBLIO JaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINN 3BYKOBOU TexHuUKU Hi-Fi, 4To B mepeBojie 03HAYAE€T «BBICOKAS
TOYHOCTB».



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme 3SKCOEepThl CUYWUTAKOT, YTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 6€301I1aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYHO WH(poOpManuio deped obOmenoctymable Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbpzoBanuu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIUYAHUIO, OJHAKO HEKOTOphIe
MIOJIb30BATEIN AKTUBUPYIOT €€ JJI y/100CTBA UCIIOIb30BaHUSA B paboTe wiu yuebe;

4. He ucnonpsyit nyoamunsiii WI-FI 114 niepesiaum JIMYHBIX JAHHBIX, HATIPUMeEp IS
BBIX0/]a B COIIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHeHue yepe3 HTTPS, a we HTTP, t.e. npu
Habope Beb-aspeca BBOAYM UMeHHO «https://»;

6. B wmob6wibHOM TestedoHe OTKIOUM GyHKOH «Ilogkimoyenme k  Wi-Fi
aBTOMaTHuYecKu». He moIyckail aBTOMaTHYeCKOro MOAK/IIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

ComuasnbHbIe CETH aKTUBHO BXOJAT B HAIILy KU3Hb, MHOTHE JIIOAU PAOOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBal MUJLUTHAP/, YEJIOBEK, UTO SIBJISIETCS
OJIHOH CceIbMOM BCEX KHUTejied IIaHeThbl. MHOrHe II0JIb30BaTeJ Il HEe MOHMMAIOT, YTO
nHopManus, pa3MelleHHAass UMU B COIIUAIbHBIX CETAX, MOXKET OBITh HalJieHa u
HCIIOJIb30BaHa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsaX He JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBowo YacTHyIo Ku3Hb. He ykaspiBail maposu, TenedoHsI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JAYHYI0 WHQOpMamuo. 3JIOYMBIINUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOW POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKU €e B UHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATEN BUJIEIH, UTO ThHI 3arpykaenib? [logymaii, mpexae yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE pPeayIbHOE
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeJINTh TBOE MECTOIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIOJIH30BaTh CJI0KHbBIE ITAPOJIH,
cocrosye u3 OykB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, TOYTHI U JIPYTUX CAUTOB HEOOXOMMO HCIIOJIb30BaTh PA3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKH TOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHUM (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAHO B 3aKOHe, IJie UX
pasiesII0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U He aHOHUMHBIe. Pa3HHUIIa B TOM, UTO
AHOHUMHBIE - BTO Te€, B KOTOPBIX paspeliaercs IPOBOAUTH oOIepanuu 6e3
uaeHTUUKAIIUYA TT0JIb30BaTENsA, a B HEAHOHHMHBIX HIEHTH(DHUKAIUKM I10JIb30BaTE IS
ABJIAETCS 00s13aTEeIbHOM.

Taxske ciiefyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbrH (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(HUATHBIE JIEHbI'H (HEe PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TTIOMOXKET, ecyiu 3a0y/ienib CBOM
IUIATEXXHBIN TapOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3y# o/iHOpa3oBhie maposu. Ilocjie mepexosa HAa YCUJIEHHYI) aBTOPU3AI[UIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKH WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IIpecTymHuKam OyZeT He MPOCTO YraZaTh CJIOXKHBIHN
naposib. HazieskHbple maposim — 3TO MapoJiv, KOTOpble COZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, APl U HECKOJIHKO CHUMBOJIOB,
TaKMe Kak 3HaK /10oj1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA 0YTa — 3TO TEXHOJIOTHA U IPEIOCTABJIsIEMbIE €10 YCJIYTU 0 IepechlIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE€ PACIPEEIISIOTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
UMs_T0JIb30BaTeNsA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul POCTOr0 TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOM MOYTOMU:

1. Hazo BIOpaTh MpaBUJIBHBIA ITOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEINIb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMaruio. Hanmpumep, jrydiie BRIOpATh
«MY3BIKaJIbHBIA_ (haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. HMcnonb3y# ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOTZ[a IOMHMO HapOJIs HY?KHO BBOJHUTD
KO/JI, IpUChLIaeMbIi 110 SMS;



4. Bpibepu cJIOKHBIN maposib. [ KaXkIOro IMOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3Ty
BO3MOXKHOCTB;

6. Vcrosnb3yil HECKOJBKO IOYTOBBIX ANIUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HaJ/I0 UCI0Ib30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBaii aiiyibl U JIpyrue BJIOXKEHUS B MHUChMaX Ja)Ke eCId OHU MPUILIN OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHCE IE€pe]] 3aKPHITUEM BKJIAJIKU C
caiiToM He 3a0y/lb Ha)KaTh Ha « BBIUTH».

KubepOy IMHT WU BUPTYaJIbHOE U3/IEBATETHCTBO

KubepOystmHr — TpecyiefloBaHHWE COOOIEHUSAMHU, COAEPKAIMNUMH OCKOpPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaiicss B 60M. JIydImui cioco6: MOCOBETOBATHCS KaK ce0s BECTU U, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCsI, TO BHAUYaJIe YCIIOKOUThCS. EC/IM ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH HAa OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa30kKIKellb KOHDIIVKT;

2. Yrpasiai cBoeli kubeppelyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_[eCTBYIOT CITI0COOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyIMraHCKUi 0O6pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTETHHO;

5. Cobutroait cBOY BUPTYaIbHYIO YECTH CMOJIOZY;

6. VrHopupyél emuHUYHBIA HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITHATbHBIX
CETSAX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKH COOOIIEHUH C OITPe/IeJIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeHCTBUS OILIEHUBAIOTCS HEraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHUXOJIOTHYECKAS IOMOIIb, COOOIUTH B3POCTBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, © Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU
KoMIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJI1 O/IO0HBIX YCTPOMCTB ITI0KA OUeHb MaJIo.
TecTupoBaHuUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJUT He TaK MHTEHCUBHO, KaK ]I
ITK, To ke camoe KacaeTcss U MOOMJIbHBIX IPUI0OKEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 yVXKe IIpaKTU4eCKH [JOTrHa/Ii HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a coO0OH 6OJII>IIIYIO CJIOKHOCTDb U
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huduero He sABsAETCA IO-HACTOAIIEMY OecIIaTHBIM. By/ib OCTOpOXKeH, BeAb KOria
Tebe mpezIaraloT 6ecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IIATHBIE
YCIyTH;

2. Jlyma#i, mpexkjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOUHO 3HAEIID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo0/11M0 0OHOBJIATH ONlEpAIIOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Vlcniob3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJI1 MOOMJIBHBIX Tee(POHOB;

5. He 3arpy»xail npusioKeHus1 OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOTO Kak ThI BBIMJEIIb C CaiiTa, I7ie BBOAWI JIMYHYIO WHGOpPMAIIUIO, 3aU/IN B
HACTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuogruecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMepe;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIID;

9. Bluetooth gomxeH OBITH BBIKJIIOYUEH, KOTZA ThI UM He IOJIb3yellbesa. He 3a0biBait
WHOT/Ia ITPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pa3BJIeUeHUs,
00'beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBINA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3a7]aHUs, CPAKAIOTCA C MOHCTPaAMHU M
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT /[AUCK, OIUIAYUBAIOT
ab0HEMEHT WU MIPUOOPEeTAI0T KaKUe-TO OMIIUU.

Bce oTtu cpezcrtBa uAyT Ha NOAJEep)KaHME M pa3BUTHE UIPHI, a TaKKe Ha caMmy
0e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UH, BBIIIYCKAIOTCSA HOBbIE ITATYN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpPaXXu
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'o aKkKayHTa:

1. Ecotu ipyroii urpok BezieT ce0s MJI0X0 WM co3/aeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KMYﬁCH AAMHUHHUCTPpATOPAM HWIPDbl Ha IIJIOX0€ IIOBEJECHHE OTOI'O HUIPOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKHhe-TO JOKa3aTEJIbCTBAa B BUJ€ CKPDHUHOB,;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(puIuabHble TATYHN U MOJIBI;

6. Mcnosib3yli C103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTrpbl He CTOUT OTKJIIOYATh aHTUBUpYC. [loka ThI Mrpaemib, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IIEPEMECTHJINCH B UHTEPHET, U
MIPOOJIKAIOT 3aHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: HUHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B TIOJyYEeHWH KOHOUAEHIIMAJIbHBIX JTAaHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriuiickom sizbike phishing unrtaercs kak ¢gpummnr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM UYHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnomnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY MOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B310MAasu, TO HEOOXOAUMO MIPEeAYIPENUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMJIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHEeHUe MMapoJis B Opays3epe;

7. He oTkpbiBail aiiyibl U JIpyrue BJIOXKEHUS B MHUChbMaX Jla’ke eCJId OHU MPHUIILIN OT
TBOUX Jipy3e. JIydllle yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (paiibl.

[Mudposasa penyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAsA WIN MO3UTUBHAA UHGOPMAIUs B CETU O Tele.
Komnpomerupyromiasga uHopmanus pasMellleHHas B UHTEpPHETe MOMKET CepPhe3HBIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs 3 nHGOpManuu o Tede B HHTEPHETE.

TBoe MecTO JKUTEJIbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIUBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
o ToM, uTo ororpadusi, pa3MelleHHas 5 JIeT Ha3aJ], CTajia IPUUYNHON OTKa3a IPUHATh
TebOs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B MOWUCKOBBIE CHCTEMBI W COXpaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haittu mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUeM IPUUYNHUTH BpPe. ITO MOKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUOPOBON PEIYTAITUH:

1. [Tomymaii, mpekze 4eM 4To-TO IIyOJIMKOBATh U IepefaBaTh y cedsa B Osiore Wiid B
COILIAJILHOM CETH;

2. B HacTpolikax npoduisg yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPOoduiisa U ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJIS IpYy3ei»;

3. He pa3meraii 1 He yKa3bsIBali HHGOPMAIHUIO, KOTOPAsA MOKET KOT0-JI100 OCKOPOJISITH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IIKOJIBHUKU- AaKTHBHBIE II0JIB30BATENU I[U(POBOTO ITPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IHU(MPOBOTO
Mupa TpebyeT cobJIIoIeHN TTPAB HAa UHTEJJIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMUH «HUHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pETEHWH UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadpusmu,
KUHODMIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIHHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHUSA
HayKU, JUTEPATyphl U MCKycCcTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe FapaHTUU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKHUH TPY, aBTOpa He Oy/eT HAIIPACHBIM, JaCT €My
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa pPe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspelieHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
€ro TMPpOU3BeJeHNe, PAaCIPOCTPAHATh, IIyOJUYHO JIEMOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IIPOKAT, IyOJIMIHO WUCIIOJHATH, ITIOKA3bIBATh/UCIIOJHATH B
adupe wim pa3MmeiaTts B HTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOrO OOeclieueHUsI MOXKeT IIPUBECTH K
MHOTHM pHICKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, T/le YCTAaHOBJIEHHBIHN HE JierajibHas mporpaMmma. He cTout Taxkske 3a0bIBaTh,
YTO CYIIeCTBYET JieTaIbHbIE B OecIIaTHbIE TPOTrPAaMMbI, KOTOPbIE MOXKHO HANTH B CETH.

O noptase

CereBUUOK.pd - TBOU IJIaBHBIM COBETUMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHHU
KPUTUYECKON CHUTyallud OOpaTUTHhCSA 34 COBETOM. A TakXKe HNPHUHATH Yy4yacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!






